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Report by Assistant Chief Executive 

 

1. Object of report 

To advise the committee on the publication of the Scottish Public Sector Cyber Resilience 
Framework and Supply Chain Cyber Security Guidance Note from the Scottish Government 
and SPT’s position as at February 2020.    

 

2. Background 

Letter from Deputy First Minister and Cabinet Secretary for Education and Skills 

On 20 January 2020, the Deputy First Minister and Cabinet Secretary for Education and 
Skills wrote to the Chief Executive to inform of the publication of the Scottish Public Sector 
Cyber Resilience Framework and Supply Chain Cyber Security Guidance (see attached). 

The Cyber Resilience Framework (the Framework) 

The key aims of the Framework are to ‘provide a common, consistent reference point for the 
Scottish public sector to inform decision-making about cyber resilience. It is also expected to 
provide an effective, commonly accepted basis for external audit and inspection activities.’  
 
The letter states that SPT is ‘requested to report (annually) on progress on implementation 
of the Framework from July 2020 to 2021.’ 

Scottish Public Sector Supplier Cyber Security Guidance Note (the Guidance Note) 
 
The letter states that ‘legislative requirements, including the General Data Protection 
Regulation (GDPR), require all public sector organisations to ensure appropriate technical 
protections are in place when suppliers process personal data.’  
 
The letter adds that ‘all public sector organisations are asked to update their procurement 
processes to align with the Guidance Note as soon as possible and in any case in readiness 
for the start of the next financial year.’ 
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3. Outline of SPT’s position as at February 2020 

Cyber Resilience Framework diagram 

The following diagram outlines the Scottish Public Sector Cyber Resilience Framework 
objectives. 
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SPT position as at February 2020 – Cyber Resilience Framework 
 
With reference to the above diagram and objectives, SPT’s position is as follows: 
 
Initial baseline – CE+ accreditation was achieved by October 2018 and maintained in 2019; 
 
Target – GDPR implementation and PCI-DSS has been achieved and is on-going. 
 
Advanced – Alignment with the Security of Network and Information Systems (NIS) 
requirements and resource implications is subject to review. 

SPT position as at February 2020 – Supplier Cyber Security Guidance Note 

SPT’s procurement processes utilise Scottish Government frameworks and contract award 
documentation includes a cyber-security clause. 
 
The requirements of the Guidance Note and resource implications are subject to review for 
implementation in accordance with the prescribed timescale. 
 

 

4. Committee action 

The committee is asked to note the contents of this report and the letter from the Deputy 
First Minister and Cabinet Secretary for Education and Skills dated 20 January 2020. 

  

5. Consequences 

Policy consequences In accordance with the Information Security 
Policy. 

Legal consequences None directly. 

Financial consequences The resources required to implement the 
Framework will be met from SPT’s capital and 
revenue budgets. 

Personnel consequences None directly. 

Equalities consequences None directly. 

Risk consequences As detailed in the report. 
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Title Assistant Chief Executive   Title Chief Executive 
 
For further information, please contact Neil Wylie, Director of Finance on 0141 333 3380. 
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